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Firewall

The institution has installed Sonicwall NSA4600 Model firewall to protect / manage the following.

e To protect gateway spam ware virus

¢ Routing Management

e VLan Management

e VPN Management

e Bandwidth Management

e Policy is used to control the website access
e Log file is used to monitor the users.

PV8C+X7P, NH 44, Kumudepalli, Hosur, Tamil Nadu 635109, India.

>

Hosur )
o e A Tamil Nadu ”
India
2022-10-20(Thu) 02:50(PM)




ADHIYAMAAN COLLEGE OF ENGINEERING

(Autonomous)

Affiliated to Anna University — Chennai & Approved by AICTE — New Delhi.
Accredited by NAAC & NBA - UGC, New Delhi

VLAN Management

M Inbox (506) - hod_mca@adhiyan X @ DGS-3627

& C A Notsecure | 192.168.44.254/html/Hmain.html
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@ Console & 268 10GE Port
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Console 2.8 6 08 1013 14 16 18 20 2 24

Refresh Interval: |30 secs VH Apply |

a Add

: ek Total Entries: 21
fr itenns Current S LAN Entries

St AN Enes
1

GVRP Settings default 127 Enabled Modify

Double VLAN 101 internet 1 Enabled Modify
FVID Auto Assign 102 2 Enabled Madify

MAC baosd VLGN Sel 103 Enabled Modify
Protocol VLAN

Trunks 104 Enabled Modify
Tunking
IGMP Snooping 105 accounts 5 Enabled Modi
MLD Snooping 106 mba Enabled
Loopback Detection Global 107 itnew Enabled
oyl 108 cad Enabled
Forwarding & Filtering

109 csenew Enabled
LLDP
QinQ 110 cseold Enabled
8 L3 Features 111 mgr Enabled
M QoS 112 Enabled
N AL 13 Enabled
—— 114 Enabled
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IP Mangement
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Refrest Intervat: [ 30 secs v Apply |

DGS-3627 Web Management Tod il el L all

s Administration S
Total Entries: 21
B L2 Features

& L3 Features IPv4 Interface Sef

[ 1Pvd Inferfaces Setiing :
B 1Py interiaces Setings TR 192.168.39.254  255255.255.0 Enabled Disabled  Enabled Modify | X]
MD5 Key Seiings 192.168.51.254  255.255.255.0 Enabled Disabled  Enabled Madify | X]
Route Redistribuion Seiin 19216834254 2552552550 Enabled Disabled  Enabled Modity | X
AL TESI T T 19216835254  255.255.2350  eee Enabled Disabled  Enabled Modify | X]
StaficDefault Routs Setin 19216837254 2552552350 mba Enabled Disabled  Enabled Modiy | X
Route Preference Seftings _ -
Statc ARP Selings 192.16844.254 2552552550 mea Enabled Disabled  Enabled Modify | X]
Gratulous ARP Settings g 192.16848.254 2552552550  mgr Enabled Disabled  Enabled Modify | X]
Policy Route Setiings i 192.168.53.254 2552552550  thi Enabled Disabled  Enabled Modify | X]
ECMP Algorthm Setings 19216833254 2552552550  dhep Enabled Disabled  Enabled Modify | %]
RIP civil 19216852254 2552552550  civil Enabled Disabled  Enabled Modify | %]
0OSPF 1
P — itnew 19216838 254 2552552550  itnew Enabled Disabled Enabled Modify 1}
elay
— Sysem  10.90.90.90 255000 default Enabled Disabled  Enabled Modity | |
Filter DHCP Server common 19216847254 2552552550  common Enabled Disabled Enabled Modiy | X

DNS Relay csenew 19216840254 2552552550  csenew Enabled Disabled Enabled Modify ﬁj
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General Configuration

Name:

URI List Configuration
Allowed URI List:

Forbidden LRI List:

URI List Searching Order:

Operation for Forbidden LRI List:
Category Configuration

# Category
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CFS Default Profile

Nong v
Forbidden/Keywords/File Extensio v
Allowed URT List First v

Block v

Firewall Content Filter

Edit CFS Profile Object — Morzilla Firefox

1. Viglence Hate Radsm

2. Intimate Apparel/Swimsuit
3. Nudism

4, Parnagraphy

5. Weapons

6. AdultMature Content

7. CultfOceult

8. Drugs/Tlegal Drugs

9, Ilegal Skills/Questionable Skils

Operation: | Allow v|  SettoAl

Default

[Ready

Cancel
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Firewall Report (Bandwidth Usage by IP address)

@ [ @13)inbox SonicWall - Administration for X |

<« ¢] QO G hitps//192.168.42.111/main.html

SONICWALL = Network Security Appliance Wizards | Help | Logout
Mode: Configuration

» B pashiboard Report View: | Bandwidth Usage by IP Address v Refresh Data Reset Data

» System

r & network

» X Switching

» & 36/46/Modem 192.168.35.98 s2GBytes

Elapsed Collzction Time: 0 Days, 18 Hours, 34 Minutes, 40 Seconds

» g SonicPoint 192.168.41.143 8 GBytes
Y
» @ Fireval

rewall Settings

192.168.47.131 6 GBytes

»
192.168.38.122 6 GBytes
» @ orrsst

192,168,40,102 4GBytes
» B orrss v

192.168.35.11 3 GBytes

v & copuream
v &) wr 192.168,40.5 2GBytes

Anti-5pam 192.168.38.84 1GBytes
) 192.168.52,170 1GBytes
8 ssLven
192.168.34.123 1GBytes
Virtual Assist
192.168.37.151 1GBytes
Users

=] High Availabilty 192.168.39.211 1GBytes
Security Services 192,168,944, 186 1GBytes
-
» L wan Acceleration 192.168.33.46 LcBytes
-
» B acero
Status: There were no changes made.

Firewall Report (Bandwidth Usage by Service)




ADHIYAMAAN COLLEGE OF ENGINEERING

(Autonomous)

Affiliated to Anna University — Chennai & Approved by AICTE — New Delhi.
Accredited by NAAC & NBA - UGC, New Delhi

@ | B 2113} Inbex x ‘ SonicWall - Administration for X | =

& ] O & hitps://192.168.42.111/main html ® =

SONICWALL MNetwork Security Appliance Wizards | Help | Logout

Mode: Configuration b

» B pastibosrd View Data

» B system

» 2 network
. Elapsed Callection Time: 0 Days, 18 Hours, 37 Minutes, 40 Seconds
» X switching

» & 36/45Modem

Report View: | Bandwidth Usage by Service v Refiesh Data ResetData

SonicPoint NFS UDP (17,2049) 1GBytes

] UDP Fort 443 (17,443) 753 MBytes

Firewall Settings
UDP Port 31746 (17,31746) 721 MBytes

DPI-SSL

TCP Part 10725 (6,10725) 636 MBytes

DPI-S5H

Capture ATP UDP Port 23085 (17,23085) 433 MBytes
VoIP UDP Port 62644 (17,52644) 376 MBytes

Anti-Spam TCP Port 183 (5,183) 271 MBytes
Uil UDF Port 29889 (17,29883) 247 MBytes
S5L VPN
UDP Port 13538 (17,13538) 204 MBytes
virtual Assist
9 UDP Port 2884 (17,2884) 198 MBytes
Users

High Avaiiabilty UDP Port 36323 (17,36323) 192 MBytes

Security Services UDP Port 46815 (17,465 15) 152 MBytes

-
VAN Acceleration - Tive TCP Data (5,8080) 172 MBytes

4 AnnElnu
Status: There were no changes made.




